American Water Quick Reference Guide

MULTI-FACTOR AUTHENTICATION (MFA)

Multi-Factor Authentication is a commonly applied security tool that requires users to confirm who they are using another
security layer to provide validation. The intent is to ensure there is no sharing of Usernames and passwords to preserve a reliable

audit history while preventing unauthorized access.

The Project Team will establish your access to AWPMIS, creating your Username and a link to create your own Password. Follow
the directions to establish your own, unique Password. Once your Password is established, you will need to register the MFA,
following the on-screen guides. This QRG provides an additional reference for you.

FIRST TIME SET UP

The establishment of your MFA connection only
needs to happen once, but it is tied to the device
you set it up on. If you need to change devices for
any reason, contact your AW Project Team and they
can have your MFA reset to follow these directions
again.

1) Login with your AWPMIS credentials

2) Check the email assigned to your account
3) Enter the Verification Code

4) Click Verify

Once you have verified your identity via email, you
will download an Authenticator app to your mobile
device and establish a connection to AWPMIS by
scanning the QR Code on the screen.

Once established, enter the 6-digit verification code
from your mobile device.

Multi-Factor Authentication (MFA)

2-step verification

Your account requires 2-step verification. This is an extra layer of security to ensure that you're the only person who
can access your account, even if someone knows your password. You will need your mobile device to setup 2-step
verification.

Verify your identity

o e-Builder has sent you an email containing a one-time verification code to
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Enter verification code Construct
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Your one-time verification code is

222222

This code will expire in less than 10 minutes,

Code will expire in 9m 49s
Didn't get a verification code?
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2-step verification

Your account requires 2-step verification. This is an extra |ayer of security to ensure that you're the only person who
can access your account, even if someone knows your password. You will need your mobile device to setup 2-step
verification.

Verify your identity O

Get authenticator app

1. On your mobile device, install an authenticator app. Need help choosing the right Authentication app?
Visit the e-Builder Login Hub for recommendations.

2. Add an account within the app, scan the barcode below
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3. Enter the 6-digit verification code generated by the app

Verification code

cance'

1 Reviewed January 2026



LOGINS MOVING FORWARD

Every time you log into AWPMIS, {E‘*Trimble

1)  Enter your Username

2)  Enter your Password

3)  Enter the verification code from your
mobile device

Log In
Username
Password
g-step verification )

Open your authenticator app to get your verification code so that we know it's you. If you don't have your phone,
please contact your admin.

Enter verification code
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